Employee Protection 2015

Feature

Benefit

INFOARMBR

PrivacyArmor

Digital Defense

Identity Defense

SocialArmor

Employees can monitor their social profiles (Facebook, Twitter, LinkedIn, and
Instagram) to ensure a good reputation on and offline. Actionable alerts are
sent via email, text message, and in the portal when questionable content
requires attention. Eleven alert categories safeguard their reputation.

Digital Identity
Report

A privacy report summarizes a deep Internet search (beyond a Google search)
so employees can review what personal information is online and what should
be removed to better protect their privacy and identity.

Internet
Surveillance

Continuous monitoring for misuse of employee information in the Underground
Internet where criminals buy and sell personal information used to steal
identities and money.

InfoArmor’s Enterprise Threat Intelligence unit offers exclusive dark web
insights and hacker forums, helping InfoArmor devise preemptive measures to
minimize potential attacks.

Identity More than just credit monitoring, identity monitoring with actionable alerts help
Monitoring employees catch fraud quickly and efficiently to alert the employee in a timely
and Alerts manner.

Hig h Risk Suspicious activity alerts from over 300 institutions provide real-time alerts,

Transactions

including bank password resets, online healthcare account access, online
payroll access, and brokerage call center inquiries.

With real-time alerts for accounts such as new wireless accounts, loans
applications, and online account openings employees can know when a

ngh.RIS.k criminal is using their identity.
Applications

InfoArmor provides comprehensive visibility to these types of transactions.
Telecom Alerts include land, VOIP, and wireless activity.

Payday Loans

Alerts include payday loans from retail and online establishments, ensuring
unapproved or fraudulent loans do not hurt their credit.

WalletArmor

A secure, online wallet for an employee to store important information, like
credit and debit cards, insurance information, passport number, and driver’s
license information.

Card WalletArmor items are monitored on the underground internet where criminals
Monitoring buy and sell personal information for fraudulent use.

Lost Wallet If their wallet goes missing, an employee can use WalletArmor to easily replace
Assistance its contents or call a Privacy Advocate for assistance.

Credit Report

A free annual credit report is easily accessed by employees via their
PrivacyArmor portal.

Monthly Credit
Scores

Employees can review their credit score monthly, giving them insight into
unauthorized activity that could lower their credit score.

STSNTXNT NN N Y X




Employee Protection 2015

INFOARMB@R.

Privacy Protection

Restoration

Insurance

Eligibility

Communication

Credit Score
Tracker

Employees track their credit score history in an easy to read chart to evaluate
their financial status quickly month to month.

v

Fraud Alerts
and Freezes

Designed for highest risk employees, these services are activated for identity
theft victims. They are not an effective means of preventing or detecting identity
fraud.

Reduce Employees receive less junk mail and minimize the exposure of their personal /

Junk Mail information.

Stop Pre- . .

Approved Employees end pre-approved credit cards, reducing the chance of fraudsters /
pp . creating unauthorized credit cards.

Credit Cards

End Employees stop telemarketing calls and prevent personal information from \/

Telemarketing

getting into fraudsters’ hands.

Privacy
Advocate
Remediation

Employees have access to Privacy Advocates 24-7 who manage their identity
restoration from start to finish.

White glove services include, but are not limited to, helping employees confirm
fraud, providing a fraud packet with next steps, submitting a limited power of
attorney (as necessary), working with creditors to close fraudulent accounts or
replace a stolen wallet’s contents.

If the employee becomes an identity theft victim, a comprehensive $25,000

packages.

$25,000 identity theft insurance policy limits their financial exposure and puts their mind \/
at ease.
Family Family coverage includes under roof and under wallet coverage without age \/
Coverage restrictions, protecting an employee’s family regardless of living situations.
. T Children are eligible to enroll regardless of age, making PrivacyArmor a perfect

Child Eligibility solution for families with children of all ages. /
Preexisting Even if an employee is found to be a victim of identity fraud prior to enrolling in /
Conditions our services, a Privacy Advocate will fully restore their identity.

Portability PrivacyArmor offers both voluntary monthly prices and employer sponsored \/

Pre-Enrollment

For seamless integration into an employer’s benefit package, InfoArmor
provides benefits fair collateral, open enrollment packages, pre-enrollment
emails, intranet content, and more. A communication guide will be provided by
your Account Executive.

Once employees have enrolled, InfoArmor sends a welcome email on their
effective date.

Post-
Enrollment Employees are also mailed a welcome package that reviews how to make the ‘/
most of PrivacyArmor and it many benefits. Ongoing emails are available for in-
year enrollment opportunities.
. Employees can opt to receive identity alerts via text or email, right to their smart
Mobile Alerts Py P y 19 v

phone.
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Web Portal PrivacyArmor’s online portal offers easy access to an employee’s identity and \/

credit alerts and scores and social media monitoring.
Monthly Employees receive a monthly email that highlights their identity risk and offers \/
Email tips to protect their privacy and avoid current scams.

InfoArmor is integrated with all of the leading payroll service providers, offering
Payroll easy payment options via payroll deduction. \/
Deduction
Monthly InfoArmor offers attractive voluntary and employer sponsored benefit pricing. Please contact
Pri And because we exclusively serve businesses, your employees won't pay for sales@infoarmor.com

rices expensive direct to consumer marketing. for a quote.




